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SOFTWARE SYSTEMS ARE the ba-
sis for automation, mobility, avia-
tion, medical technology, and energy 
supply. Such systems contribute to 
social stability by making critical 
infrastructures such as power grids 
and public transportation trusted, 
robust, and reliable. Modern medi-
cal technology needs an increasing 
amount of software, such as in life-
saving devices in hospitals or im-
plants such as pacemakers or insulin 
pumps. In road traffic, safety-critical 
vehicle functions such as braking 
and steering systems or autonomous 
driving functions reduce accidents 
and protect human lives.1 Such 

software is critical and thus must 
possess a high quality level, covering 
reliability, availability, safety, cyber-
security, usability, and more.

Challenges with Developing 
Critical Software
To fulfill the expectations of users 
and society, critical systems require 
suitable development processes that 
remain effective even in stressful sit-
uations, cover the numerous relevant 
regulations and standards and can 
be implemented economically. Reli-
ability and integrity of critical sys-
tems are crucial for creating trust in 
technologies and enabling social in-
novations such as autonomous driv-
ing or intelligent systems. Here are 
some examples:

•	 Vehicles: Complex vehicle func-
tions require secure sensor fu-
sion and reliable decision logic 
in a variety of environmental 
conditions.

•	 Automation: Collaborative auto-
mated and autonomous systems 
and production facilities must 
operate in a controlled manner. 

•	 Health Care: Medical devices 
and clinical IT systems must per-
form with highest dependability 
and rule out life-threatening 
malfunctions. 

The main threats to critical sys-
tems and infrastructure today are 
software errors and cyberattacks.1,2,3 
The risk increases with the com-
plexity of these systems.4 Due to 
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competitive pressure, necessary mea-
sures for safe development are often 
neglected. This can imply that the 
safety case is inconsistent, and cyber-
security is insufficiently secured and 
tested. The growing number of acci-
dents in automated vehicles or recalls 
in medical technology show the im-
portance of reliable software and un-
derlying development processes.5

The number of attacks on critical 
software systems is growing at al-
most 50% per year.3 Attacks are not 
only becoming more frequent, but 
also more intense and more sophisti-
cated. Generative AI copilots not only 
undermine copyrights, but also create 
vulnerabilities in the code through 
malicious code snippets. In addition 
to functional safety, cybersecurity is 
therefore highly relevant in the devel-
opment of critical software.1,3

Risk-Oriented Development 
of Critical Systems
The development of critical software 
is a regulated process that places high 

demands on reliability, availability, 
dependability, safety, and cybersecu-
rity. Figure 1 provides an overview 
on standards related to development, 
management, functional safety, cy-
bersecurity, and certification of criti-
cal systems, both impacted by product 
IT and enterprise IT.

Standards define the minimum 
level of the state of the art to be de-
ployed. They guide the development 
of critical systems along the entire life-
cycle. However, there is a considerable 
gap in the practical implementation of 
standards. A typical example is trace-
ability of requirements and design de-
cisions across work products, product 

variants, and versions. In practice, 
we see a similar pattern across indus-
tries. Traceability, though demanded 
by most safety and security standards 
to ensure consistency, is rarely main-
tained throughout the product life-
cycle with its many software updates. 
The same is true for test coverage, 
where many companies prefer to test 
a feature catalog rather than deploy-
ing systematic methods for regression 
test and for identifying corner cases 
and critical feature correlations.5

Development begins with risk-ori-
ented analyses, such as hazard analy-
sis and risk assessment (HARA) and 
threat analysis and risk assessment 

FIGURE 1. Product liability demands using standards.

Functional Safety 
� Product IT: IEC 61508 (electrical 

systems), ISO 26262 
(automotive), IEC 60601 
(medical), ISO 25119 
(machinery).

� AI: ISO 21448 (SOTIF), ISO TS 
5083 (automated driving), 
ISO/PAS 8800 (AI).

� Coexistence of standards: 
ISO shared methods.

Engineering: ISO 19759 (SWEBOK), ISO 15288 (systems lifecycle), ISO 12207 (SW lifecycle).
Project management: ISO 21500 (project management), ISO 31000 (risk management).
Quality and requirements: ISO 250xx series (SW quality), ISO 29148 (requirements eng.), ISO 29119 (SW test).

Process Maturity: ISO 330xx (ASPICE etc.).
Quality management: ISO 9001 (quality management), IATF 16949 (automotive), ISO 13485 (medical devices).

Product Liability:
A product, that is put in service,

must provide the level of safety which can be expected by general public. 

Cybersecurity
� Governance, BCM: NIS2.
� Product IT: ISO/SAE 21434 

(automotive cybersecurity), ISO 
14971 (medical device 
cybersecurity), ISO 27403 (IoT 
security).

� Enterprise IT: ISO 27001 
(Security mgmt), ISO 15408 
(Common Criteria), TISAX 
(Trusted Exchange).

Certification, Homologation
� Audits: ISO 19011 for all sorts of 

management systems. 
� AI: EU AI Act.
� Automotive: Approval for vehicle 

type and updates based on 
UNECE R.155 CSMS and UNECE 
R.156 (SUMS), etc.

� Medical: FDA certification.
� Railway: ISO 22163 and regional

homologation bodies.

Reliability and integrity of critical 
systems are crucial for creating trust 

in technologies.
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(TARA), which are used to identify 
and evaluate potential hazards. Fig-
ure  2 shows the risk-oriented evalu-
ation of requirements in a system 
context. Based on this, an integrity 
level is defined, which determines the 
safety risk potential of a function and 
specifies the requirements for risk mit-
igation, e.g., fault prevention methods 
to be applied during development 
and operational failure detection.1,2 
Higher integrity levels require stricter 
measures for fault prevention and er-
ror detection.

Continuous development of criti-
cal systems requires systematic and 
automated techniques to ensure end- 
to-end consistency from functional and 
quality requirements to design, test, 
and for documentation.4 Model-driven 
development (MDD) enables functions 
such as control systems or object rec-
ognition to be modeled and simulated 
at an early stage. Such models can be 
automatically converted into code, 
which reduces implementation errors. 
For critical systems, methods such as 
formal verification are also used to 

mathematically prove that the system 
meets certain safety requirements.

Test-driven requirements engineer-
ing (TDRE) links requirements with 
testing and enables early validation.5 
The requirements are specified di-
rectly as a test case to provide a basis 
for later regression tests. At least one 
direct test case should be specified for 
each function, the so-called “sunny 
day scenario,” for later regressions 
of this function. In addition, essen-
tial correlations of functions and the 
quality requirements are validated 
with further tests. Agile TDRE ap-
plies the idea of test-driven develop-
ment to requirements engineering 
and testing. It thus connects the agile 
flexibility with systematic methods 
and processes as demanded for soft-
ware in critical systems development.

Where Do We Go from Here?
Good balance of innovation, qual-
ity, and costs are the prerequisite for 

FIGURE 2. Risk-oriented development of critical systems.
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The development of critical software 
is a regulated process that places 

high demands on reliability, availability, 
dependability, safety, and cybersecurity.
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sustainable development of critical 
systems. Various best practices exist 
that must be carefully selected and 
consistently applied.

Here some practical guidance for 
software developers of critical systems:

•	 Requirements analysis and 
traceability: Start with a risk 
assessment (HARA and TARA) 
to identify potential risks and 
to develop corresponding safety 
and security concepts. Ensure 
that functional and quality 
requirements are traceable to de-
sign, test and documentation.

•	 Cybersecurity: Identify attack 
surfaces and implement tailored 
protective measures such as 
encryption, access controls, and 
secure update mechanisms. Keep 
in mind that cybersecurity must 
be practiced consistently and 
verifiably from development to 
maintenance.

•	 Effective and efficient processes: 
Orchestrated and systematic Agile 
processes allow efficient imple-
mentation of necessary standards. 
Use a lean standard approach to 
balance the necessary quality in 
terms of product liability while at 
the same time limiting the other-
wise excessive costs of complying 
with the standards.

•	 Development tools: Keep ar-
tifacts consistent across the 
product lifecycle and its many 
software updates and defect 
corrections. Use suitable tools 
to model, simulate, and test 
functions at an early stage. 
Automated code generation and 
regression testing help to reduce 
implementation errors.

•	 Design for safety: Integrate 
fault tolerance, e.g., fail-oper-
ational and redundancy into 
the design. Create a robust 

foundation for safety-critical 
applications.

•	 Comprehensive verifica-
tion: Combine coordinated 
verification methods with 
hardware-in-the-loop tests and 
limit value tests. Validate the 
software in real application 
scenarios, e.g., through simu-
lations, penetration tests, and 
robustness checks.

•	 Constantly updated safety and 
security case: Automatically 
document conformity of safety 
and security requirements along 
the lifecycle and frequent soft-
ware deliveries. Lean document 
generation for analyses, verifi-
cation and test results facilitate 
consistency.

•	 Ensure usability: Many errors 
occur due to poor usability, such 
as complex interfaces. Develop 
intuitive interfaces and clear 
feedback systems, especially for 
emergency scenarios, e.g., in 
medical technology in accor-
dance with ISO 62366.

Famous American futurologist Al-
vin Toffler remarked “You may forget 
some critical factors, but they won’t 
forget you.” Critical systems devel-
opment means continuous and sys-
tematic risk management. To achieve 
the right quality level and mitigate li-
ability risks, a multitude of standards 
must be followed. At the same time, 
global competition asks for continu-
ous efficiency improvement.
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Critical systems development  
means continuous and systematic 

risk management.
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A gile development of criti-
cal systems reduces the 
overhead of heavy stan-

dards and brings direct benefits—
both technically and economically. 
It reduces liability risks through 
traceability and transparency. And 
it is extensible and scalable for in-
creasingly AI-instrumented devel-
opment.5 The described guidance 
for developing critical systems sup-
ports project and risk management 
and facilitates lean implementation 
of functional safety and cybersecu-
rity. This directly reduces the cost 

of rework and indirectly reduces the 
risk of product liability. 
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